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Report to Stanwick Parish Council meeting 16th August 2018 

Prepared by J Hodgson 

CCTV Report 

 

1. Background 

This report follows on from the report presented to the Council meeting held 19th July 2018. 

Further to that meeting PS Wildman has advised that the ‘ERIC’ CCTV cameras are no longer 

available, 

PCSO Butter recommended a specific camera he felt may be appropriate. 

 

2. Regulatory requirements 

2.1 The Information Commissioners Office (ICO) has produced guidance for organisations:  

“In the picture: A data protection code of practice for surveillance cameras and personal 

information” that can be viewed from this link: 

https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf 

2.2 Following the guidance in the code will ensure that organisations meet their obligations 

under the regulatory environment 

 Freedom of Information Act (FOIA) 

 Protection of Freedoms Act (POFA) 

 Human Rights Act  

 Surveillance Camera Code of Practice (issued under the POFA) 

 Data Protection Act 2018 

 General Data Protection Regulations 2018 

2.3 The POFA applies to local authorities which includes Parish Councils. 

2.4 It may be necessary to carry out a Data Protection Impact Assessment (DPIA). See separate 

ICO template and DPIA guidance. 

2.5 There are 12 guiding principles in the Surveillance Camera Code of Practice that will need 

to be complied with. See below. 

2.6 There should be a periodic review, at least annually, of the systems effectiveness to ensure 

it is doing what it is intended to do. 

 

3. Responsibilities of a local authority using CCTV  

3.1 The ICO code referred to above sets out how, in practical terms, an authority needs to act 

in order to comply with the regulatory framework. Key issues relevant to this council are given 

below. 

https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf


2 

 

3.2 There must be adequate signage to notify people they are in an area where surveillance is 

in operation. 

3.3 The system must facilitate the easy location and extraction of personal data in response to 

a data subject request. It should also be designed to allow for redaction of third parties. 

3.4 The system must record images that are of a suitable quality for their purposes, i.e. criminal 

investigation. 

3.5 The data collected must be secure. 

3.6 The data should not be kept for longer than necessary. 

3.7 It must be practical to take copies of recordings off the system when requested by law 

enforcement agencies. 

3.8 The Council must have robust policies in place for the handling of the data collected. 

3.9 The Council should ensure that the CCTV is the appropriate response to the problem 

(detection of perpetrators of criminal activity) rather than an alternative solution (installing 

lighting, for example) 

 

4. Selection of CCTV system 

4.1 The unit recommended by PCSO Butter operates on batteries, is covert and collects data 

on a SD card. Consequently, without further information, I do not believe it was satisfy the 

regulatory requirements. 

4.2 The Council should seek advice from suitable sources about appropriate systems so that it 

can make an informed decision. 

4.3 If the Council does decide to purchase a system and it is ‘limited’ in nature, a scaled down 

version of the responsibilities may be applicable and guidance should be sought from the ICO. 
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The guiding principles of the Surveillance Camera Code 
of Practice  
 
System operators should adopt the following 12 guiding principles:  

 

1. Use of a surveillance camera system must always be for a specified purpose which is in pursuit of 

a legitimate aim and necessary to meet an identified pressing need.  

 

2. The use of a surveillance camera system must take into account its effect on individuals and their 

privacy, with regular reviews to ensure its use remains justified.  

 

3. There must be as much transparency in the use of a surveillance camera system as possible, 

including a published contact point for access to information and complaints.  

 

4. There must be clear responsibility and accountability for all surveillance camera system activities 

including images and information collected, held and used.  

 

5. Clear rules, policies and procedures must be in place before a surveillance camera system is used, 

and these must be communicated to all who need to comply with them.  

 

6. No more images and information should be stored than that which is strictly required for the stated 

purpose of a surveillance camera system, and such images and information should be deleted once 

their purposes have been discharged.  

 

7. Access to retained images and information should be restricted and there must be clearly defined 

rules on who can gain access and for what purpose such access is granted; the disclosure of images 

and information should only take place when it is necessary for such a purpose or for law 

enforcement purposes.  

 

8. Surveillance camera system operators should consider any approved operational, technical and 

competency standards relevant to a system and its purpose and work to meet and maintain those 

standards.  

 

9. Surveillance camera system images and information should be subject to appropriate security 

measures to safeguard against unauthorised access and use.  

 

10. There should be effective review and audit mechanisms to ensure legal requirements, policies and 

standards are complied with in practice, and regular reports should be published.  

 

11. When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is a 

pressing need for its use, it should then be used in the most effective way to support public safety 

and law enforcement with the aim of processing images and information of evidential value.  

 

12. Any information used to support a surveillance camera system which compares against a reference 

database for matching purposes should be accurate and kept up to date. 


